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Copyrights and Trademarks

The Elite EL® with its technical documentation is copyrighted (C) 2014 to present by
Senselock Software Technology Co., Ltd (Senselock). All rights reserved.

All products referenced throughout this document are trademarks of their respective
owners.

All attempts have been made to make the information in this document complete and
accurate. Senselock is not responsible for any direct or indirect damages or loss of business
resulting from inaccuracies or omissions. The specifications contained in this document are
subject to change without notice.



Contact

SENSELOCK SOFTWARE TECHNOLOGY CO., LTD.
Suite 1706, Culture Square,

Jia 59 ZhongGuanCun Street, Haidian District,
Beijing 100872,

P.R. China

Tel.: +86-10-82642305
Fax: +86-10-51581365

E-mail: info@senselock.com
Website: www.senselock.com



License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE CONTENTS THEREOF
AND/OR BEFORE DOWNLOADING OR INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS
FOR AND USE OF THE Elite AND/OR EL FAMILY PRODUCTS (including but not limited to the
Kit, libraries, utilities, diskettes, disc, Senselock® and/or Senselock® keys, the software
component of Senselock and/or EL and the EL License Guide) (hereinafter “Product”)
SUPPLIED BY Senselock Software Technology Co., Ltd (hereinafter "Senselock") ARE AND
SHALL BE, SUBJECT TO THE TERMS AND CONDITIONS SET FORTH IN THIS AGREEMENT.

This document is a legally binding agreement between you (either an individual or an entity)
and Senselock®. If you are not willing to be bound by the terms of this agreement, you
should promptly (and at least within 3 days from the date you received this package) return
the unused developer's kit and the programmer's guide to Senselock. Use of the software
indicates your acceptance of these terms.

® GRANT OF LICENSE
The software of the Product is being licensed to you, which means you have the right to use
the software only in accordance with this License Agreement. You may (a) copy the software
for internal use, (b) modify the software for the purpose of integrating with your application
and (c) merge the software with other programs.

®* NON-PERMITTED USES
Except explicitly permitted in this License Agreement, you may not (a) copy, modify, reverse
engineering, decompose, assemble the Product in whole or in part, or (b) sell, lease, license,
transfer, distribute all or part of the Product or rights granted in this License Agreement.

= LIMITED WARRANTY
After the date of purchase, Senselock provides 24-month warranty that the Senselock EL key
has no material and manufacturing defects substantially. All the responsibilities of Senselock
Software Technology Co., Ltd and all the compensation you can get under warranty are: you
can require replace/repair the Product or accept other remedial measures.

® LIMITATION OF LIABILITY
Under any circumstances, Senselock will NOT be liable for any damages arising out of usage
or inability of the Product, including but not limited to: loss of data, loss of profits, and other

special, incidental, joint, secondary or indirect loss.

Except for the limited warranty offered to the original buyer, Senselock is not responsible for
providing any insurance to anyone on the product, performance and service including
merchantability and fitness for a particular purpose.

The entire product, including Senselock EL, the software, the document, other material
shipped as accessories, and backups made by you are copyrighted by Senselock Security
GmbH.

®* TERMINATION
Your failure to comply with the terms of this License Agreement shall terminate your license
and this License Agreement.
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Overview

Mode Model Version Releasing Date
Elite EL Drive v2.0.4.0 May 2014

= CONVENTIONS USED
The following conventions are used throughout this document:

Italic File Names and Directory Names.
Bold Keystrokes, Menu ltems, and Window Names and Fields
Consolas AP| parameter
Arial APl Macro, Error Code
CAP API Struct
| Critical Information

* DOCUMENT IMPROVEMENT

Document Writing Team dedicates to insure the accuracy and completeness of context. Your
feedback will assist them to make continuous improvement on Elite EL document. Please do
not hesitate to email us info@senselock.com.

About the Release Notes

This document is a supplementary to Elite EL Drive v2.0.4.0 Developer Guide. This release
note covers the preliminary introductions, known issues and other information that is
excluded from the Elite EL Drive v2.0.4.0 Developer Guide.

For detailed product information and instructions, please refer to Elite EL Drive v2.0.4.0
Developer Guide.

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.
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What’s Updated in EL Drive v2.0.4.0

Added Content

Added libraries for EL Drive v2.0.4.0.

Added UKGetLetters interface to get drive letter.

Added key parameter into UKHiddenAreaRead and UKHiddenAreaWrite to encrypt
data while reading and writing.

Added UKControl interface to send control code to device and execute the
corresponding action.

Added UKSetDiskCurrentMode interface to execute device partition.

Added UKGetDiskCurrentMode interface to get device partition mode.

Added UKWriteCdrom interface to update data stored in CD-ROM.

Added UKGetApiVersion interface to get the version of API.

Added Mode-E CD-ROM Only into the partition modes.

Added UKTool.exe under %SDK%Tools for login or change password for Security
Partition.

Added UpdateCdrom.exe under %$SDK%Tools to update data in CD-ROM Partition.

Added Returned Values for error check convinces.

Deleted Content

Deleted UKGetRemovallLetter and UKGetCdromLetter APIs.
Deleted UKSetTdesKey API.

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.



Changed Content

Amended Date Mode Description

Drive letter error may occurs after set mode and
2014-4-09 API

write .iso file into device.

The parameter to set Partition Mode of the The API

UKSetDiskCurrentMode support using macro
2014-4-22 API o )

definition constant parameter. It also support using

number from 0 to 5 to refer the partition modes.
2014-4-22 API Added Return Values for error check convinces.

UKDevToo can be sent to back of the current window
2014-4-09 UKDevTool.exe )

for use convinces.

Correct the problem that under mode without
2014-4-09 UKDevTool.exe Security Partition, click Login will lead to password

error report.

Plugin EL Drive device and then remove, click Login to

Security Partition, Logout from Security Partition, or
2014-4-09 UKDevTool.exe

Enter into the Public Partition, this application could

be not responding.

Error Correction

Amended Date

Mode

Description

2014-4-09

API

Solve the problem that input an incorrect CD-ROM
drive letter, .iso file could still be write into the
CD-ROM Partition.

2014-4-22

API

Calling APl UKSetDiskCurrentMode to format drive
disk, a message to require to format disk might
pups out after set partition mode.

2014-4-22

API

Solve the problem that when the parameter of
ReadPos (Inputted initial offset) of API
UKHiddenAreaRead() is set as ‘-1’, computer may

appears blue screen and reboot automatically.

2014-4-22

API

Solve the problem that login with password NULL,
and then login with a correct password will lead to
login failure.
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www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.
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Amended Date

Mode

Description

2014-4-22

API

Solve the problem of updated file is incomplete in
CD-ROM Partition, the file is larger than CD-ROM
Partition’s volume, even though get the success

returned value.

2013-4-27

UKDevTool.exe

Solve the problem of the content in CD-ROM will not
update without re-plugin EL Drive device, after the
CD-ROM Partition has been updated.

2013-4-27

UKTool.exe

Solve the problem of reporting password error when

logout the tool.

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.



Known Issues

1. Itisrequired to restart system to read CD-ROM drive letter when partition drive
disk with Mode-E CD-ROM Only in Win2000 operating system.

2. When EL Drive in HID mode, if the time for generating secret key is relative longer,
it could return an error value. Restart system will solve this issue.

3. The flash disk part of EL Drive could be affected by Baidu Assistant, DriveGenius, or
other software that constantly issue command of obtaining descriptions. It could
lead to computer running slowly, tools identify EL devices slowly, and failed to
partition with API.

4. On AMI Basic Input/ Output System, when other USB ports are took, and EL Drive is
plugged into the first interface enumerated by host, system may get stuck in the
BIOS startup screen.

5. It may returned error value when flash disk part and the HID EL dongle part are
communicating at the same time. USB mode doesn’t occurs the same issue.

6. After partitioning EL Drive, because the computer doesn’t refresh new drive letters
for the new partitions, sometime failed to get drive letter error may occurs, or it
may get the drive letter before drive partitioning. For example, after re-partition
drive into Mode-E CD-ROM Only but get the Public Partition before the
re-partitioning. This issue will be solved by re-plugin EL Drive device.

7. The last 512 bytes in Security Partition cannot be used. The actual available volume
is the setting volume minus 512 bytes. For example, you set the Security Partition as
1000 bytes, the actual available volume of the Security Partition is 488 bytes.

8. Without change the partition mode, data that already stored in the Hidden Partition
or CD-ROM Partition will not be delete by re-partitioning. For example, you can
reset the Hidden Partition from 100MB to 50MB without changing the data stored

in the Hidden Partition.

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.
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Notice

When remove EL Drive from computer, please pay attention to Safely Remove the hardware
from system, to avoid damaging the system file in EL Drive device and cause device
malfunction.

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.



File List
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File Path File Name MDS5 Value Version F;:y::)e Last Modified Time
Elite EL Drive v2.0.4.0 \API fe85084aae5d758dd7
SenseUK.dll 8f67cd0dfeb5a2 2.04.0 409600 2014-7-1 16:50
b1b10d35cc9aed3ac2b
SenseUK.h 25475ad14c4a0 10881 2013-5-7 16:32
9070f766ce5059b03af
SenseUK.lib 66e80db623789 2.04.0 44574 2014-7-1 16:50
Elite EL Drive v2.0.4.0 Elite EL
v2.0.4.0
\Docs Developer 942c5c6d739eba08d3
Guide.pdf a4537cd309cf5d 2.04.0 818760 2014-6-6 15:31
Elite EL Drive v2.0.4.0 7784bf5972bdadcbfcb
UKDevTool.exe  85381e71500b9 2.04.0 663552 2014-7-2 13:18
\Tools
UKDevTool_La  032ccdcela8214ccfOl
nguage.dll 9c6f9735640b2 2.04.0 53248 2014-7-2 11:49
75484cf6a3e362f7037
UKTool.exe c20af871afbbf 2.04.0 659456 2014-7-2 13:21
UKTool_Langu  ff5065729048fe523al1f
age.dll a8e4lccbfl104 2.0.4.0 102400 2014-7-2 11:56
UpdateCdrom.  b86feb6cc8ed8760787
exe 3dbd50ebe284f 2.0.4.0 638976 2014-7-2 13:23
UpdateCdrom_  674bf931eb7659b87a
Language.dll b2ced1d3c726f8 2.04.0 192512 2014-7-2 11:57

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.



Spesifications

Item Value Note

CPU 16-bit. 16MHz Smart Card
RAM(bvtes) VM Mode 254+2047
Memorv(bvtes) 8K/32K/64K

10 Buffer(bvtes) 250

Working Voltage DC5V +/-5%

Max Consumption 1000mW

Working Temperature 0°C~70°C

Data Retention 10 Years Tvopical
Rewrittable 100,000 times Lowest
Connection Tvpe USB 1.0. USB 2.0

Encrvotion Algrithm RSA. DES. TDES. SHA1

Connection Driver or HID

Operating System Supported:

Windows 2000, Windows XP, Windows Vista, Windows 7, Windows Server 2003, Windows
Server 2008, Mac OS, Linux

Programming Language Supported:

VC++, C#, Java, Delphi, VB, AutoCAD

www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun
Street, Haidian District, Beijing 100872, P.R. China.
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