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Copyrights and Trademarks

The Elite EL® with its technical documentation is copyrighted (C) 2014 to present by
Senselock Software Technology Co., Ltd (Senselock). All rights reserved.

All products referenced throughout this document are trademarks of their respective
owners.

All attempts have been made to make the information in this document complete and
accurate. Senselock is not responsible for any direct or indirect damages or loss of business
resulting from inaccuracies or omissions. The specifications contained in this document are
subject to change without notice.
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Jia 59 ZhongGuanCun Street, Haidian District,
Beijing 100872,

P.R. China

Tel.: +86-10-82642305
Fax: +86-10-51581365

E-mail: info@senselock.com
Website: www.senselock.com



License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE CONTENTS THEREOF
AND/OR BEFORE DOWNLOADING OR INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS
FOR AND USE OF THE Elite AND/OR EL FAMILY PRODUCTS (including but not limited to the
Kit, libraries, utilities, diskettes, disc, Senselock® and/or Senselock® keys, the software
component of Senselock and/or EL and the EL License Guide) (hereinafter “Product”)
SUPPLIED BY Senselock Software Technology Co., Ltd (hereinafter "Senselock") ARE AND
SHALL BE, SUBJECT TO THE TERMS AND CONDITIONS SET FORTH IN THIS AGREEMENT.

This document is a legally binding agreement between you (either an individual or an entity)
and Senselock®. If you are not willing to be bound by the terms of this agreement, you
should promptly (and at least within 3 days from the date you received this package) return
the unused developer's kit and the programmer's guide to Senselock. Use of the software
indicates your acceptance of these terms.

GRANT OF LICENSE
The software of the Product is being licensed to you, which means you have the right to use
the software only in accordance with this License Agreement. You may (a) copy the software
for internal use, (b) modify the software for the purpose of integrating with your application
and (c) merge the software with other programs.

NON-PERMITTED USES
Except explicitly permitted in this License Agreement, you may not (a) copy, modify, reverse
engineering, decompose, assemble the Product in whole or in part, or (b) sell, lease, license,
transfer, distribute all or part of the Product or rights granted in this License Agreement.

LIMITED WARRANTY
After the date of purchase, Senselock provides 24-month warranty that the Senselock EL key
has no material and manufacturing defects substantially. All the responsibilities of Senselock
Software Technology Co., Ltd and all the compensation you can get under warranty are: you
can require replace/repair the Product or accept other remedial measures.

LIMITATION OF LIABILITY
Under any circumstances, Senselock will NOT be liable for any damages arising out of usage
or inability of the Product, including but not limited to: loss of data, loss of profits, and other
special, incidental, joint, secondary or indirect loss.

Except for the limited warranty offered to the original buyer, Senselock is not responsible for
providing any insurance to anyone on the product, performance and service including
merchantability and fitness for a particular purpose.

The entire product, including Senselock EL, the software, the document, other material
shipped as accessories, and backups made by you are copyrighted by Senselock Security
GmbH.



= TERMINATION
Your failure to comply with the terms of this License Agreement shall terminate your license
and this License Agreement.
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Overview

About the Guide

Mode Model Version Releasing Date
Elite EL Drive v2.0.4.0 May 2014

= CONVENTIONS USED
The following conventions are used throughout this document:

Italic File Names and Directory Names.
Bold Keystrokes, Menu ltems, and Window Names and Fields
Consolas API parameter
Arial API Macro, Error Code
CAP API Struct
| Critical Information

= DOCUMENT IMPROVEMENT

Document Writing Team dedicates to insure the accuracy and completeness of context. Your
feedback will assist them to make continuous improvement on Elite EL document. Please do
not hesitate to email us info@senselock.com.

What is EL Drive?

Elite Drive integrated flash drive mode with EL device based on smart card technology. It is a
new option for value-added application of software with flash drive chip featured by great
security, rapid communication, strong reliability, and high capacity.

Following is the hardware structure of EL Drive:
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(Figure 1)

The dongle part and the flash drive part of EL Drive are separated by hardware and
functionally independent to each other.

There are 4 storage types in the flash drive part, showing as following:
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4 N\ /7 )
CD-ROM partition stores read-only data/files. Data/ files in CD-ROM
CDROM partition can be updated by using tools in SDK or using APIs.
This partition can function as a flash disk for software distribution.
\_ VAN J
4 N7 )
) Public partition functions as normal flash disks. Data/ files stored in
PUblIC public partition can be read and/or edited by anyone.
\. VAN J
/ \ /Security partition is protected by password. After login with a correct \
password, this partition could be used as a public partition. Also, you
. can login security partition by using APls.
— Security i secuny ysme AT )
Security partition could be used for storing important data and files,
even if EL Drive device has been lost by accidently, no one can access
\ / \those data/ files without correct password. )
pm——————
! \I /Hidden partition will not show a disk icon, it can be operated by using \
: | | APIs only. The most important feature of this partition is all data stored
1 Hidden I | in hidden partition is encrypted, real data can not be obtained without
I I'| the matched key. So far, this partition supports data stored in form of
| : offset only, not supports in form of file. For data that you do not want
l\ S 7 \users to see could be stored in this partition. )
(Figure 2)
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These 4 different partitions can combine with each other in 6 combination modes:

Mode Partition Combination
Initialize Public Only

Mode-A Public/ Security

Mode-B CD-ROM+ Public only
Mode-C Public +Public/ Security
Mode-D CD-ROM+ Public/ Security
Mode-E CD-ROM Only

All these above modes can be set with hidden partition. Under each mode, the volume of
each partition can be set by tool or by using APIs.

Features

= Multi-options for Partition
Elite Drive is customizable for a verity of partition schemes (Security Partition, Public
Partition, Hidden Partition, and CD-ROM). It enables developers to choose the most
feasible for the unique demand of software product and determines the size of partition
freely.

= Password Protection
Only user with valid password can access the protection zone. Even if the Elite Drive is
lost, data is still under protection. (Windows systems only)

= No Interference
The dongle and the Flash drive works independently from each other, without
interference. Users may need to develop encryption functions respectively according to
their requirements.

= Two-color LED Display
It is clear to know the working status of the dongle and the flash drive respectively.
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Developer Tool - UKDevTool

The UKDevTool is the tool for developers to customize the flash disk for meeting
requirements of software products. As a verity of software differed in size and operating
mode, the UKDevTool is built with more flexibility, especially that developers could partition
the flash chip with multiple schemes and self-defined capacities.

The UKDevTool has 3 main functions: Partition, File Browser and Reformat, as the labels at
the left of the tool interface show below (Figure 3).

-
B4 UKDevTool =L

Partition
Pre Scheme: [Initialize - Public Only (1-Lun ) |

Total Volume: | 3862 MB

Security: | 0 MB
Public: [ 382 mB
coROM:- [ 0 mB
™ Hidden I_—O- MB [ Config Reserved

Remaining: | 0 MB Execute J

File Browser

Reformat

Safely Remove |

Serial Number: SENSE00000021053

(Figure 3)

At Partition sheet, you can set partition mode, and the volume for different partitions for
the flash disk.

At File Browser sheet, you can check data stored in Security Partition and Public Partition, as
well as update the CD-ROM Partition.

At Reformat sheet, you can reformat Security Partition or Public Partition separately.
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Partition

Plug in EL Drive device and double click to open UKTool.exe under directory of %SDK% /tools,
showing as following (Figure 4-5). The default current interface is the Partition panel. In this

panel, you can set partition mode and customize volume for each partition.

..... = S:Z_l

The hidden o

Partition Pre Scheme- - - -
partition is . re eme: IMode~D : CD-ROM + Public/Security (2-Luns) L' The total

File Browser
available for F Total Volume: | 3862 MB volume of the
all mode. iz S drive disk.
Check the box Security: 100 MB

before Hidden, Public: | 1024 MB
or the volume CD-ROM: 2638 MB

cannot be
., W Hidden 100 wmB I~ Config Reserved
edited.

L Remaining: | 0 MB Execute |

The remained

available
Safely Remove I

volume in the

disk. Serial Number: SENSE00000021053

(Figure 4)

r = —
T L. =S
Partition AF - - -
Check 'Config Pre Scheme: II'u"Iode—D: CD-ROM + Public/Security (2-Luns) j Select a partition
File Browser Initialize :
Reserved’ to r Total Volume: | |Mode-A : Public/Security {(1-Lun ) Py mode from the
SR Mode-B : CD-ROM + Public only {2-Luns) list
keep the I Mode-C - Public + Public/Security  (2-Luns) :
current Security: Mode-D : CD-ROM + Public/Security (2-Luns)
Muode-E : CD-ROM Only (1-Lun})
Settings for Public: L T | ] ||
later drive CD-ROM: | 2638 MB
partition. . —
fo—tirddem 1 t =3 v Config Reserved
Click ‘Execute’ ——
Rt i Gl { Execute
to proceed NSNS —
drive partition. Safely Remove |
Serial Number. SENSED0000021053

(Figure 5)
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File Browser

Click File Browser label to bring the file browser panel to the front (Figure 6).

Input password
and click ‘Login’ to
enter the Security
Partition. The
default password is
NULL.

Click ‘Browse’ to

select “.iso’ file.

Select a
partition mode

from the list.
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Click ‘Enter’ to
enter the Public
Partition.

Click ‘Update’
to update data
in CD-ROM
Partition.

E UKDevTool .
= {
Partition - Security Partition
Sl Bhwnak Login Logout I JetmamE fFasEmT i
Reformat
~Public Partition
\‘
< Enter | J
- cD ROM A
I Browse m>
) ————
Safely Remove |
Serial Number: SENSE00000021053
(Figure 6)

A

The default password is NULL, click ‘Login’ to enter into the Security Partition.

The password will be re-set to NULL after drive re-partition.

Input password and login into the Security Partition, click ‘Change Password’ button, a box

as following will pups out. Input new password twice to change the password (Figure 7).

Change Password L2 |

N

New Password: |

”| 0~32 bytes

Retype Password: |

J
Confirm | Cancel
(Figure 7)
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Reformat

Click Reformat label to bring the reformat panel to the front (Figure 8). Mode Initialize:
Public Only and Mode-E: CD-ROM Only are NOT support reformat function.

Teew e oo

Select ‘Public

Partition
File Browser

Reformat

Disk’ and then
click ‘Reformat’ to

reformat the
j Reformat |

'Fm_ Public Partition.
Security Disk
—

Select ‘Security
Disk’ and then
click ‘Reformat’ to
reformat the
Security Partition.

Safely Remove |

Serial Number: SENSE00000021053
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User Tool - UKTool

This tool is for users visiting Security Partition (supported windows only). This application is
install-free. Double click UKTool.exe under %SDK% \Tools to run the UKTool (Figure 9).

B ukTool @ Input password
and click ‘Login’

Please input vour password
puty p button to enter

the Security

Click ‘Logout’ to Password - Partition.

logout the Security

Partition and switch
to the Public Login Logout Change Password

Click to change

A 4

password.

(Figure 9)

After login, a lock-like icon will show in the tray bar. Right-click the icon a menu list will show

up.
Lagin
Logout
MainFrame
(Figure 10 & 11)
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User Tool - UpdateCdrom

UpdateCdrom is a little tool used for updating data in CD-ROM Partition, same as the
CD-ROM update function in the UKDevTool.

Double click UpdateCdrom.exe under%SDK%\Tools to open (Figure 12).

¥% UpdateCdrom

Update CD-ROM | OpenIS0O | »| Select a new

Partition with the ‘.iso’ file to

new “.iso’ file. Update | Buit ' replace.

(Figure 12)
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API References

APIs are for developers to read & write on all partitions (Windows only).

Following APIs are used for flash drive part operating only, please refer to Elite EL
Developer Guide v3.3.0.0 for APIs of Elite EL device part.

UKGetLetters

Retrieve the drive letter of removable disk.

DWORD WINAPI UKGetLetters (IN DWORD dLetterType,
OUT CHAR *pclLetters,
OUT DWORD *pdLetterNum);

Parameters
dLetterType [IN] Type of drive letter.
pcletters [OUT] Name of drive letter.
pdLetterNum [OUT] Number of drive letter.

Return Value
Refer to Returned Value.

Remarks
1. The buffer that pcLetters pointed should be large enough to accommodate the
acquired U-disk drive letter (A drive letter occupies one byte with a '\0' as
terminator), otherwise access array bounds error will be occurred.

2. Type of drive letter

UK _GET_ALL LETTER Get all drive letter, including drive letters of all El Drive
device.
UK_GET_REMOVE_LETTER Get all drive letter for Public Partition, including drive

letters for Public Partition of all EL Drive devices.
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UK_GET_CDROM_LETTER Get all drive letter for CD-ROM Partition, including drive
letters for Public Partition of all EL Drive devices.

ﬂ Generally, without special requirement, it is recommended to use
UK _GET_ALL _LETTER to get the first drive letter of EL Drive device.
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UKControl

Send control code to EL Drive device.

DWORD WINAPI UKControl(IN CHAR clLetter,
IN DWORD dwCtrCode,
IN VOID *pInBuffer,
IN DWORD dwInBufferLen,
OUT VOID *pOutBuffer,
IN DWORD dwOutBufferLen,
OUT DWORD *pdwBytesReturned);

Parameters

clLetter [IN] Drive letter of flash drive.

dwCtrCode [IN] Type of the control message.

pInBuffer [IN] Pointer for the input buffer, storing additional data for the
control code.

dwinBufferLen [IN] Length of the data in input buffer.

pOutBuffer [OUT] Pointer to the output buffer, storing the returned
information from device after sending the control code.

dwOutBufferLen [IN] Size of output buffer.

pdwBytesReturned [OUT] Address for a DWORD variable, saving length of the data

actually returned to pOutBuff, cannot be NULL.
Return Value
Refer to Returned Value.

Remarks

UKControl supports following control code types:

Parameter Attributes
UK_GET_SERIAL_NUMBER Purpose: Get device serial number.
Input: None

Output: 16 bytes serial number. Output buffer must be more
than 16 bytes for the output include a ‘\0’ terminator.
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UKHiddenAreaWrite

Write data into hidden partition.

DWORD WINAPI UKHiddenAreaWrite(IN CHAR clLetter,
IN ULONGLONG WritePos,
IN UCHAR *pWriteBuff,
IN DWORD WriteLength ,
IN UCHAR *pTdesKey);

Parameters

clLetter [IN] Drive letter of flash drive.

WritePos [IN] Inputted initial offset (in byte, start with 0).
pWriteBuff [IN] Inputted data.

WriteLength [IN] Length of the inputted data.

pTdesKey [IN] Key of TDES, must be 16 bytes (cannot be all 0x00).

Return Value
Refer to Returned Value.

Remarks
1. If TDES key has been set, all data written into the Hidden Partition is encrypted with
the key.
2. |If the TDES key set as NULL, all data written into the Hidden Partition as plaintext.

_/t The last 512 bytes in Hidden Partition cannot be used, the actual available
. volume of the Hidden Partition is the setting volume minus 512 bytes.
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UKHiddenAreaRead

Read data stored in Hidden Partition.

DWORD WINAPI UKHiddenAreaRead(IN CHAR clLetter,
IN ULONGLONG ReadPos,
OUT UCHAR *pReadBuff,
IN DWORD ReadLength ,
IN UCHAR *pTdesKey);

Parameters
cLetter [IN] Drive letter of flash drive.
ReadPos [IN] Inputted initial offset (in byte, start with 0).
pReadBuff [IN] Inputted data.
ReadLength [IN] Length of the Inputted data.
pTdesKey [IN] Key of TDES, must be 16 bytes (cannot be all
0x00).
Return Value
Refer to Returned Value.
Remarks
1. If TDES key has been set, all data read from the Hidden Partition will be decrypted
with the key.
2. If the TDES key set as NULL, all data from the Hidden Partition will be read as
plaintext.

/f'i The last 512 bytes in Hidden Partition cannot be used, the actual available
. volume of the Hidden Partition is the setting volume minus 512 bytes.
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UKPassArealogin

Security Partition, login authentication.

DWORD WINAPI UKPassArealLogin(IN CHAR cletter,
IN CHAR *plLoginPass);

Parameters
cLetter [IN] Drive letter of flash drive.
pLoginPass [IN] Login password, must be less than 32 bytes (could

be NULL).

Return Value
Refer to Returned Value.

Remarks
If the there is no password for the Security Partition, the data transfer into pLoginPass is
NULL.
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UKPassArealogout

Log out the Security Partition.

DWORD WINAPI UKPassAreaLogout(IN CHAR cLetter);

Parameters

CLetter [IN] Drive letter of flash drive.

Return Value
Refer to Returned Value.

16 /25 www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun

Street, Haidian District, Beijing 100872, P.R. China.



UKPassAreaChangePwd

Change password for the Security Partition.

DWORD WINAPI UKPassAreaChangePwd(IN CHAR clLetter,
IN CHAR *pOldPass,
IN CHAR *pNewPass);

Parameters
cletter [IN] Drive letter of flash drive.
pOldPass [IN] Old Password (less than 32 byte, NULL available)
pNewPass [IN] New Password (less than 32 byte, NULL available)

Return Value
Refer to Returned Value.
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UKWriteCdrom

Write ISO file into CD-ROM Partition.

DWORD WINAPI UKWriteCdrom(IN CHAR clLetter,
IN CHAR *pFilePathName);

Parameters
cletter [IN] Drive letter of COROM.
pFilePathName Pointer of the directory of ISO file.

Return Value
Refer to Returned Value.

Remarks
It is required to use CDROM drive letter in this function.
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UKSetDiskCurrentMode

Repartition the flash drive.

DWORD WINAPI UKSetDiskCurrentMode(IN DWORD dwPublicSize,
IN DWORD dwSecuritySize,
IN DWORD dwIndLunSize,
IN DWORD dwResvAreaSize,
IN INT nCurrentMode,
IN CHAR clLetter);

Parameters

dwPublicSize [IN] Volume of Public Partition (MB).

dwSecuritySize [IN] Volume of Security Partition (MB).

dwindLunSize [IN] Volume of Public Partition or CD-ROM Partition when current
mode is 2, 3, 4, 5 (MB).

dwResvAreaSize [IN] Volume of Hidden Partition (MB).

nCurrentMode [IN] Partition Mode. 6 modes, from O to 5.

cletter [IN] Drive letter of flash drive.

Return Value
Refer to Returned Value.

Remarks
Mode number, macro definition constant parameter and mode details showing as following
chart:
Macro Definition
Mode No. Constant Parameters  Details

0 MODE_ONLY_PUBLIC Public only (1-Lun)

1 MODE_PUBSEC Public/Security (1-Lun)

2 MODE_CDROM_PUBLIC CDROM + Public (2-Luns)

3 MODE_PUBLIC_PUBSEC  Public + Public/Security (2-Luns)

4 MODE_CDROM_PUBSEC CDROM + Public/Security (2-Luns)

5 MODE_ONLY_CDROM CDROM only (1-Lun)
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e Without change the partition mode, data that already stored in the Hidden
Partition or CD-ROM Partition will not be delete by re-partitioning. For
example, you can reset the Hidden Partition from 100MB to 50MB without
changing the data stored in the Hidden Partition.

e [f the total partition volume parameters are less than the actual device

volume:
/' a) When there is a Public Partition (Mode 1-5), the unassigned volume
. will be assigned to the Public Partition.

b) When there is CD-ROM Partition only (Mode 6), the unassigned
volume will be assigned to the Hidden Partition.
If the total partition volume parameters are more than the actual device
volume, it will return an error value.

o After re-partition, the drive letter might not updated automatically.
Re-plug in EL Drive device to PC could solve this problem.
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UKGetDiskCurrentMode

Get current partition mode and the volume for each partition.

DWORD WINAPI UKGetDiskCurrentMode(OUT DWORD *pdwTotalSize,
OUT DWORD *pdwPublicSize,
OUT DWORD *pdwSecuritySize,
OUT DWORD *pdwIndLunSize,
OUT DWORD *pdwResvAreaSize,
OUT INT *pnCurrentMode,
IN CHAR cLetter);

Parameters
pdwTotalSize )
[OUT] Pointer of total volume (MB).
pdwPublicSize ) ) .
[OUT] Pointer of Public Partition (MB).
pdwSecuritySize ) ] o
[OUT] Pointer of Security Partition (MB).
pdwindLunSize ] o o
[OUT] Volume of Public Partition or CD-ROM Partition when
current mode is 2, 3, 4, 5(MB).
pdwResvAreaSize ) ) o
[OUT] Pointer of Hidden Partition (MB).
pnCurrentMode ) o
[OUT] Pointer of current partition mode.
cletter

[IN] Drive letter of flash drive.

Return Value
Refer to Returned Value.
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UKGetApiVersion

Get current partition mode and the volume for each partition.
DWORD WINAPI UKGetApiVersion(OUT DWORD *pdwVersion);

Parameters

pdwTotalSize [OUT] Pointer of version.

Return Value
Refer to Returned Value.
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Returned Value

Returned Value

Explanation

UK_SUCCESS 0x00000000 Operation succeeded.
UK_ERROR_NO_LETTER 0x00000081 Cannot find the drive letter.
UK_ERROR_LETTER 0x00000082 Drive letter error.

UK_ERROR_PARA 0x00000083 Parameter error.

UK_ERROR_PASSWORD 0x00000084 Password error.

UK_ERROR_OFFSET 0x00000085 Read/write offset of Hidden Partition error.
UK_ERROR_FILESIZE 0x00000086 File size error.

UK_ERROR_OTHER 0x00000087 Other error.
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Samples

® CD-ROM Auto run
® Write data in to the Hidden Partition and read data from the Hidden Partition

® login/logout the Security Partition, change password

24 /25 www.senselock.com Tel. +86-10-82642305
Add. Suite 1706, Culture Square, Jia 59 ZhongGuanCun

Street, Haidian District, Beijing 100872, P.R. China.



Spesifications

Item Value Note

CPU 16-bit. 16MHz Smart Card
RAM(bvtes) VM Mode 254+2047
Memorv(bvtes) 8K/32K/64K

10 Buffer(bvtes) 250

Working Voltage DC5V +/-5%

Max Consumption 1000mW

Working Temperature 0°C~70°C

Data Retention 10 Years Tvopical
Rewrittable 100,000 times Lowest
Connection Tvpe USB 1.0. USB 2.0

Encrvotion Algrithm RSA. DES. TDES, SHA1

Connection Driver or HID

Operating System Supported:

Windows 2000, Windows XP, Windows Vista, Windows 7, Windows Server 2003, Windows
Server 2008, Mac OS, Linux

Programming Language Supported:

VC++, C#, Java, Delphi, VB, AutoCAD
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