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= GRANT OF LICENSE
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OVERVIEW

About the Guide

Mode Model Version Releasing Date
Elite EL STD, Genii, v1.0.0.1 2011.01.29
Remote Update Tools RTC, RTCC, NET

Client Tool

= Conventions Used
The following conventions are used throughout this document:

Italic Words in italic represent file names and directory names.
Bold Words in boldface represent keystrokes, menu items, and window names
and fields.

The caution icon flags some content you should be careful of.

® Document Improvement
Document Writing Team dedicates to insure the accuracy and completeness of context. Your
feedback will assist them to make continuous improvement on EL document. Please do not
hesitate to email us, info@senselock.com.

What are EL Remote Update Tools?

The EL Remote SDK contains three tools: Initialization Tool, Issuer Tool and User Update Tool.

" Initialization Tool

InitTool.exe runs at the developer end, mainly support functions to initialize Issuer Device
(Issuer Key) and initialize User Device (User Key), as well as release information of User
Device.

= Issuer Tool

IssuerTool .exe is mainly used by software vendors. This tool is used to create data module
and generate update packages.

= Client Tool/ User Update Tool

ClientTool.exe runs at the user end. With this tool, users can review internal information of
device, review information of Update Package and update User Device (User Key).


mailto:info@senselock.com�
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ISSUER TOOL

What is Issuer Tool?

The IssuerTool .exe is mainly provided to software vendors. It is capable to perform the
following tasks:

" Create Data Module
" Generate Updating Package

User Environment

OS Supported: Windows NT4.0, Windows 98 2nd, Windows ME, Windows 2000, Windows XP
and Windows 2003.

Directories

= DIl: E4RUIssuer.dll, crypt.dll, dongle.dll.

® Language: language.dll.

® |ssuer Tool: IssuerTool.exe.

® Header file corresponding to E4RUInit.dll: E4RUIssuer.h.

® Lib file including output symbols of E4RUIssuer.dll: E4RUIsser.lib.

The operating object of Issuer Tool is the dongle with issuing hardware module,
which is firstly recognized and successfully connected by the system.



Interface

Main window of IssuerTool .exe is as follows:

% Ecmote Dpdate Package Publish Tool

Scope
@ A1 uzer (" Specific user

Device ID |

Added module (Delete module by right click)

Update type

(¢ Can create new module (¢ Repeatable " Dnee

(" Update only existing module Sequence

Module I0 | Module Hame | Madule Version

¥alid type

Module (Edit module by right elick)
Right click can add module into package

Quick Create

Figure 1



How 1O USE

Design New Module

Right click in right text filed to pop a menu as following:

Module (Edit module by right click)
Right click can add module into package

®

Remowe from list (R)
Add to package (A)

Design new module (D)

Edit module (M)

Tcon

List

Figure 2

Click Design new module, then a Save As dialog box prompts out:

Save in; Ib kodule j - e B~

File: narne: Save

Save as type: | Module File [* mod) | Cancel |
A

Figure 3

Input the name of file to be saved, and hit the button Save, the window Module Designer
jumps out:



Hodule Designer

Module bazic information

Module ID:

Fame: HewModule
Yer=zion: 1 .0 .0 .0
Total: 0

Hate: ID iz a decimal number,
between 1 and 255.

Filez f(included in cwrrent module)

File I |FileType FileSize (Bytal | SpaceSize (Byte) |foset (Byte)

Cancel

Jelete

fdd
#dd Lie
Mod Lie

Figure 4

In the Module Designer, it is available to modify the Modules’ ID, Name, and Version as well
as adding files to the module. Click the button Add, a dialog box shows up:

Look in: | (& Desktop j =5 Ef-
GM‘;.# Documents
d My Computer
HM}H Metwork Places
I=)Faxing
IiUpdate
Files of type: | Diongle file(” bin:" dat:” pri:" pub) ﬂ Cancel

Figure 5

Select a file to be added and hit Open. It is available to add multiple files or delete them.
After the operation, the result should be as following:
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Hodule Designer

Filez f(included in cwrrent module)

File I |FileType FileSize (Bytal | SpaceSize (Byte) |foset (Byte) | Delete

Module bazic information

Module TD: |L TEOO exe 395 398 0
Fame: HewModule
Verzion: 1 .0 .0 .0

Tatal: 1

#dd Lie

Hate: ID iz a decimal number,

between 1 and 255.

Mod Lie

0K Cancel

Figure 6

Click OK, and then in the right text field, there is an extra module generated as follows:

Module (Edit module by right eliclk)
Right click can add module into package

Test
Version: ...

Figure 7

Edit Module

Right click in right text filed to pop a menu and click Edit module afterwards as following:



Module (Edit module by right click)
Right click can add module into package

Test

; Eemowe from list (R)
Version:...

Add to package (i)

Design new module (D)
Edit module [ﬂ:]

Tcon

List

Figure 8

In the Module Designer, it is available to modify the Modules’ ID, Name, and Version as well
as adding or deleting files to the module. For those existing files, it is available to edit their
attributes. The steps are: Select the editing file, right click and hit Property in the menu
popped out.

Hodule Designer

Filez (ineluded in cwrrent medule)

Module basic information

File ID | FileType | FileSize (Byte) | SpaceSize (Byte) | Offset (Byte) | Delete
Moduls ID: |1 Delete file 393 v
Hame: test? #dd file v
Verszion: i .0 .0 .0 hdd Lie —
: "L operty
Total: 1 Eroperty Add Lic

Hote: ID iz a decimal rumber,

between 1 and 255 Meod Lic

0K Canecel

Figure 9

After clicking the Property, a dialog box Modify will jump out allowing you to change the
attributes:
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File attribute

- oX

File ID (Hex): de00

Off=et: | Byte
Space Size:l |3‘35 Exte
File Size: EEC Byte

0K Cancel

Figure 10

After the changes, click OK to go back the Module Designer to check out those modifications

as follows:

NHodule De=zigner

Filez f(included in ewrent module)
Module basic information

Module TD: 1 exe EEE
Hame: ltest2—
Version: 1 .0 .0 .0
Totad: L

Hote: ID iz a decimal number,
between 1 and 255.

File ID | FileType | FileSize (Byte) | SpaceSize (Byte) | Offset (Byte)
0

500

Cancel

Telete

Add
Add Lic
Mad Lic

Figure 11

At the moment, click OK to save the modification to the current module.

Add General License

In the Module Designer to click Add Lic, a dialog box License will allow you to set the total

number of licenses, click OK to confirm.
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License

x]

Set License

Licenze Humber: E

0K Cancel

Figure 12

Add Module License

In the Module Designer, click Mod Lic to get the following:

X

Nodule Licenze Information

Licenze Mode

(" IF Mode

£1]1 module and License Delete

Module ID Lic Count |

Module Information

Module ID |g (MM 0-B5535) fad
Lic Count |g (HUM 0-B5535)

0K Cancel |

Figure 13

After completion, Click OK to confirm.

Delete Module

In the right text filed, select a module to be deleted, and right click, and hit Remove from List
item from the popped menu as follows:



Module (Edit module by right cliclk)
Right click can add module into package

@ @

Test tests]
Version:... YBSFESHN

MR 3dd to package (4)

14

Remowe from list (R}

Design new module (00
Edit module (M)

Icon
List

Figure 14

After clicking OK in the dialog box to confirm, and then get the following result: the selected
module is no longer displayed in the field.

Module (Edit module by right oliclk)
Right click can add medule into package

&

Test
Version:...

Figure 15

Add Module to Updating Package

Click the module to be added, and right click to hit Add to package in the popped menu as
following:

Module (Edit module by right cliclk)
Eight click can add module into package

@

Remowe from list (R)

Add to package (A)

Design new module ()
Edit module (M)

Icon
List

Figure 16

After the completion, the module will be displayed in the list Added Module.
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hdded module (Delete module by right click)

Module ID | Module Hame | Module Yersion
oot test? 1.0.0.0

Figure 17

Generate Updating Files

Set the Package Attributes

The upper part of main window is for setting package attributes.

Scope Update type Yalid type
(¥ M1 user (" Specific user (* Can create new module {* Repeatable " Onee
Dewvice ID (7 Update only exizting module Sequence

Figure 18

= User Scope

1.

When select All user, the Device ID of User Dongle (Client Device) is not ineffective, all
users’ device could use this package to update.

When select Specific user, the data package can only update the specified User Dongle,
input is Device ID in the field. Only the User Dongle with the specified Device ID can be
updatable using the data package.

® Updating Type

1. When select Can create new module, no matter the modules in data package exists in
the User Dongle or not, it is available to update. If the module is existed, then overwrite
the module, if not, create a new module.

2. When select Update only existing module, and the modules in data package does exist,
the content of module can be updated. If not, the update does not work out.

= Valid Type

1. When select Repeatable, and the updating serial number is invalid, the data package in
the updating process will compare the updating SN, which could be used to update
repeatedly.

2. When select Once, and the updating SN is valid, in the updating process, the program

will compare the updating SN of data package and the one of User Dongle, only in the
case of the former is greater than the latter, it is available to update. After the
completion, the program will set the updating SN of User Dongle greater than the one of
data package; therefore, the data package is no longer usable.

The updating SN of User Dongle has two types:

Global Updating SN and Local Updating SN, when the user scope is chosen All user, the
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program will compare the Global Updating SN with the updating SN of data package; when
the user scope is chosen Specified User, the program will compare the Local Updating SN
and with the updating SN of data package.

Generate Updating Files

After setting up the attributes, It is necessary to add the needed module to the Added
Module, Plugging the Issuer Dongle (Issuer Device), then click the button Generate File on
the main window.

Save in: |@ Desktop j 5 Ef-

Eir'-“ly Documents

' My Computer
QM‘;.# Metwork Places
ICUpdate

File name:

Save as twpe: | Package file[”.pka) ﬂ Cancel

Figure 19

After inputting a file name and hitting Save, an updating package is successfully generated by
now.

Quick Create Data Package

After setting up the attributes, plug in the Issuer Dongle (Issuer Device), then click the button
Quick Create on the main window. A dialog box will pop out asking to input a name for data
package. Click Save and then get the following dialog box.



Look in: | (& Desktop j =5 Ef-
GM‘;.# Documents

d My Computer
& My Nebwork Places
I Faxing
IiUpdate

File: name: * bin:" dat”.
Files of type: | Diongle file(” bin:" dat:” pri:" pub) ﬂ Cancel

Figure 20

Select the file to be updated and hit Open.

X

Nodify attribute

Module attribute

File attribute

1

Module ID:
Hamea: |HEWMI:-I:11.11&
Vers=ion: | 1 .0 .0 .0

File ID (Hex): de00
Offset: | Byte
Space Size: |3‘3Ei Byte
File Size: |3'E|8 Brte
QK Cancel
Figure 21

After completion of modifying the attributes of module and file, and click OK afterwards. An
updating data package is well-generated by now.
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ISSUER LIB

What is Issuer Lib?

The issuer lib has following functions: e4ru_InitModule, e4ru_AddFile, e4ru_ReleaseModule,
edru_InitPkg, edru_AddModule, e4ru_ProducePkg, edru_ReleasePkg.

The issuer lib is involved with EF file, module, and package. A module can contain multiple EF
files; a package can contain multiple modules. The EF file consists of occupying space, offset
original address, content and so on, which all can be added once. The handle is used to
represent module and package which have their properties respectively.

In the customization project, it is required to invoke dongle.dll in process of invoking
initialization lib. You have to use following methods:

1. Using VC compiler, dongle.dll and E4RUIssuer.dll can be just added into the project.
2. Using other compiler (C++ Builder or Delphi), dongle.dll and E4RUIssuer.dll must be
invoked, otherwise calling exception will occur.

Explanation on Header File

The header file E4RUIssuer.his as follows:

#ifndef _ E4RUIssuer_H_INCLUDED__
#tdefine _ E4RUIssuer_H_INCLUDED__

#include <windows.h>

#ifndef IN
#define IN
#endif

#ifndef ouT
#define ouT
#endif

//package's attribute

#define E4RU_FLAG_CREATE_NEW_MODULE ox01
#define E4RU_FLAG_UPDATE_EXISTING_ONLY 0x02
#tdefine E4RU_FLAG_UPDATE_ONCE 0x04
#define E4RU_FLAG_UPDATE_PERMANENT 0x08
#define E4RU_FLAG_ALL_USER 0x10
#tdefine E4RU_FLAG_INDIVIDUAL_USER ox12

/* create file type */

#define E4RU_FILE_TYPE_EXE 0x00
#define E4RU_FILE_TYPE_EXE_DATA ox01
#define E4RU_FILE_TYPE_RSA_PUB 0x02
#define E4RU_FILE_TYPE_RSA_SEC 0x03
#define E4RU_FILE_TYPE_LICENSE 0x04
#define E4RU_FILE_TYPE_MODULE 0x@5

//return value definition

#define E4RU_SUCCESS 0X00000000
#define E4RU_INVALID_ PARAMETER OXxE0002002
#define E4RU_INSUFFICIENT_BUFFER OxE0002003
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#define E4RU_DEVICE_NOT_FOUND OXE0002004
#define E4RU_FILE_TYPE_MISMATCH OXE0002005
#define E4RU_MODULE_NO_CONTENT OXEG002006
#define E4RU_PACKAGE_NO_CONTENT OXE0002007
#define E4RU_FILE_CREATE_SIZE_ERROR OXE0002008
#define E4RU_FILE_NAME_RESERVED OXE0002009
#define E4RU_INVALID_HANDLE OXE0002201
#define E4RU_GEN_BLOCK_FAIL OXE0002203
#define E4RU_DIGEST_ERROR OXE0002204
#define E4RU_SPACE_NOT_ENOUGH OXE0002205
#define E4RU_NOT_ISSUER_DEVICE OXE0002206
#define E4RU_OFFSET_ERROR OXE0002207
#define E4RU_SAME_EF_ID EXIST OXE0002208
#define E4RU_SAME_MODULE_ID EXIST OXE0002209
#define E4RU_EF_FILE_OVERNUMBER OXE0002210

#ifdef _ cplusplus
extern "C" {
#tendif

HANDLE WINAPI e4ru_InitModule(

DWORD WINAPI e4ru_AddFile(

IN BYTE Mid,

IN DWORD Version,
IN LPCSTR 1pName

)5

IN HANDLE ModuleHandle,
IN WORD EfFilelID,

IN BYTE FileType,

IN WORD Size,

IN WORD Offset,

IN BYTE *Content,
IN WORD ContentLen

)5

DWORD WINAPI e4ru_ReleaseModule(

HANDLE WINAPI e4ru_InitPkg(

DWORD WINAPI e4ru_AddModule(

DWORD WINAPI e4ru_ProducePkg(

IN HANDLE ModuleHandle

)s

IN BYTE Scope,

IN BYTE ValidType,
IN BYTE UpdateType,
IN BYTE *pDevicelD,
IN DWORD SequenceNum

)5

IN HANDLE PkgHandle,
IN HANDLE ModuleHandle

)s

IN PDONGLE4_CONTEXT pS4Ctx,
IN BYTE * UserPin,

IN HANDLE PkgHandle,

OUT BYTE * Buffer,

IN OUT DWORD * BufferLen

)s

DWORD WINAPI e4ru_SProducePkg(
IN BYTE * TDesKey,
IN HANDLE PkgHandle,
OUT BYTE * Buffer,
IN DWORD * BufferLen



20

)s

DWORD WINAPI e4ru_ReleasePkg(

IN HANDLE PkgHandle

)5

#ifdef _ cplusplus

}
#endif

#endif //__EARUIssuer_H_INCLUDE___

You could get the declaration and return values of APl by the header file corresponding to

E4RUlssuer.dll. The following is to explain the details on the return values.

File Type

Value

Micro Definition

Comment

The type of files added to the module:

0x00 E4RU_FILE_TYPE_EXE Executable Files

0x01 E4RU_FILE_TYPE_EXE_DATA Data File

0x02 E4RU_FILE_TYPE_RSA_PUB Public Key File

0x03 E4RU_FILE_TYPE_RSA SEC Private Key File

0x04 E4RU_FILE_TYPE_LICENSE Device Licenses of Network Device

0x05 E4RU_FILE_TYPE_MODULE Module Licenses of Network Device
Table 1

Error Code

The return values of API:

Value Micro Definition Comment

0x00000000 E4RU_SUCCESS Execution is succeeded

0xE0002002 E4RU_INVALID_PARAMETER Error of Ineffective parameters

0xE0002003 E4RU_INSUFFICIENT_BUFFER Insufficient buffer memory

0xE0002004 E4RU_DEVICE_NOT_FOUND Failed to find device

0xE0002005 E4RU_FILE_TYPE_MISMATCH Error of EF File type

0xE0002006 E4RU_MODULE_NO_CONTENT No EF file found from the module

0xE0002007 E4RU_PACKAGE_NO_CONTENT No module in the updating package

0xE0002008 E4RU_FILE_CREATE_SIZE_ERROR The space created for EF file is 0

0xE0002009 E4RU_FILE_NAME_RESERVED The ID of EF file is system reserved.

0xE0002201 E4RU_INVALID_HANDLE Non-effective input handle

0xE0002203 E4RU_GEN_BLOCK_FAIL Error of generating updating data
block

0xE0002204 E4RU_DIGEST_ERROR Error of digesting on the updating

data package
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Value Micro Definition Comment

0xE0002205 E4RU_SPACE_NOT_ENOUGH The space created for EF file is
insufficient

0xE0002206 E4RU_NOT _ISSUER_DEVICE The connected device is not the Issuer
Dongle

0xE0002208 E4RU_SAME_EF ID_EXIST A same EF file is existed in the module

0xE0002209 E4RU_SAME_MODULE_ID_EXIST A same module is existed in the
package

0xE0002210 E4RU_EF_FILE_ OVERNUMBER The total number of EF file in the

module is over 255.

Table 2

Property of Data Package

The property in creating the data package:

Value Micro Definition Comment

0x01 E4RU_FLAG_CREATE_NEW_MODULE To create new module

0x02 E4RU_ FLAG_UPDATE_EXISTING_ONLY Only update the existing
module

0x04 E4RU_ FLAG_UPDATE_ONCE One-off effective

0x08 E4RU_ FLAG_UPDATE_PERMANENT Repetitively effective

0x10 E4RU_FLAG_ALL_USER All Users

0x12 E4RU_FLAG_INDIVIDUAL_USER Specified User

Table 3
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API of Issuer Lib

e4ru_InitModule

Initialize a module

HANDLE WINAPI e4ru_InitModule(
IN BYTE Mid,
IN DWORD Version,
IN LPCSTR 1lpName

)
Parameters:
Mid [IN] Module ID, cannot be 0.
Version [IN] Module Version
IoName [IN] Module Name (<= 16 bytes), the part of length

exceeding 16 bytes will be cut off.

Return values:
Returns a handle if succeeded to initialize or NULL

Remarks:
If IpbName is NULL, then the module name is NULL as well.
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edru_AddFile

Add the EF file to the module

DWORD WINAPI e4ru_AddFile(
IN HANDLE ModuleHandle,
IN WORD EfFilelD,
IN BYTE FileType,
IN WORD size,
IN WORD Offset,

IN BYTE *Content,
IN WORD ContentLen
)
Parameters:
ModuleHandle [IN] Module Handle, created by e4ru_InitModule or
edru_CreateModule
EfFilelD [IN] The ID of EF file, which must not be the system
reserved ID, nor initialized by “F” (For instance, FO01).
When the EF file type is the device license or module
license of network device, this parameter is non-effective.
FileType [IN] EF File Type, which must be listed in the Table "File
Type", or addition will fail.
Size [IN]JEF The space to be occupied by EF File, must not be 0.
Offset [IN] Offset initial address. It represents where the EF file
starts to update and only is applicable on data files, for
other types of files, this value must be 0.
Content [IN]JEF The content of EF file
ContentlLen [IN] The length of data included by Content pointer

Return values:
Return E4RU_SUCCESS if succeeded to add EF file, or error code, referring to
the Table "Error Code"

Remarks:
* Incoming ModuleHandle and Content cannot be NULL

* The value of Size must be greater than the sum of Offset and ContentLen.

* The content length included in content pointer must be the same to the value of
ContentlLen.

* The executable file of FileType can be only Bin but Hex.
* Size cannot be 0.

* If the file ID to be added is same to existing files of the module, then the addition
is unable to conduct.

* If the file type is not data file, and Offset is not 0, then the addition is unable to
conduct.

* If the amount of EF files in a module reaches 255, then it is unable to add new EF
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file.

* When the EF file type is the device license of network device, for the max device
licenses is 255, the Size and ContentLen must be 1, namely 1-byte long.

* When the EF file is the module license of network device, the Content must be
the declared SANETCONFIG struct in dongle.h.
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edru_ReleaseModule

Release the module and its content

DWORD WINAPI e4ru_ReleaseModule(
IN HANDLE ModuleHandle

)s

Parameters:
ModuleHandle [IN] Module Handle, created by e4ru_InitModule or
ed4ru_CreateModule

Return values:
Return E4RU_SUCCESS if succeeded to add EF file, or error code, referring to
the Table "Error Code"

Remarks:
The incoming ModuleHandle cannot be NULL.



edru_InitPkg

Initialize the updating data package

HANDLE WINAPI e4dru_InitPkg(

IN BYTE Scope,
IN BYTE ValidType,
IN BYTE UpdateType,
IN BYTE *pDevicelD,
IN DWORD SequenceNum
)
Parameters:
Scope [IN] User Scope. It must be in the Table “Package
Property”.
E4RU_FLAG_ALL_USER (all user) or
E4RU_FLAG_INDIVIDUAL_USER (specified user).
ValidType [IN] Valid Type. It must be in the Table “Package
Property”.
E4RU_FLAG_UPDATE_ONCE (one-off effective) or
E4RU_FLAG_UPDATE_PERMANENT (repetitively
effective).
UpdateType [IN]JUpdate Type. It must be in the Table “Package
Property”.
E4RU_FLAG_CREATE_NEW_MODULE (Create new
module) or EARU_FLAG_UPDATE_EXISTING_ONLY
(Update existing module).
pDevicelD [IN]Device ID, is Global Unique Serial Number in
default, 8 bytes. When Scope is
E4ARU_FLAG_UPDATE_INDIVIDUAL, pDevicelD is
effective by then. The pDevicelD decides on which is
the specified User Dongle
SequenceNum [IN] Global Updating Serial Number (Global Updating

Sequence Number). When ValidType is
E4RU_FLAG_UPDATE_ONCE, SequenceNum is
effective by then.

Return values:
Returns a handle if succeeded to initialize or NULL

Remarks:
* When pDevicelD is NULL, the returned Handle is NULL.

* When Scope, ValidType, UpdateType is illegal value, then the returned handle
is NULL.

* When the value of ValidType is EARU_FLAG_UPDATE_ONCE, SequenceNum
must be greater than or equal to the corresponding sequence number in User
Dongle, the data package can be updated in that case.



27

The incoming pDevicelD must be 8 bytes and could be defined as follows:

Byte pDevicelD[8] = {0x90,0x55,0x66,0x00,0x00,0x00,0x1E,0x23};
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e4ru_AddModule

Add a module to the package

DWORD WINAPI e4ru_AddModule(
IN HANDLE PkgHandle,
IN HANDLE ModuleHandle

)
Parameters:
PkgHandle [IN] Package Handle, generated by e4ru_InitPkg
ModuleHandle [IN] Module Handle, generated by e4ru_InitModule

or edru_CreateModule

Return values:
Return E4RU_SUCCESS if succeeded to add modules or error code, referring to
the Table “Error Code”.

Remarks:
The PkgHandle and ModuleHandle cannot be NULL.

* If the ID of module to be added is same to the existing module in package, it
will not available to add.

* If the file of module to be added is existed in the package, it will not available
to add the module (Comparing the two file ID are same or not ).
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edru_ProducePkg

Generate an updating package stream according to the content of package.

DWORD WINAPI e4ru_ProducePkg(

IN PDONGLE4_CONTEXT  pS4Ctx,
IN BYTE * UserPin,
IN HANDLE PkgHandle,
OUT BYTE * Buffer,
IN OUT DWORD * BufferLen
)
Parameters:
pS4Ctx [IN] Device Context
UserPin [IN] User PIN
PkgHandle [IN] Package Handle, generated by e4ru_InitPkg
Buffer [OUT] Buffer, storing the generated updating package
stream
BufferLen [IN][OUT] The length of Buffer

Return values:

Return E4RU_SUCCESS if succeeded or error code, referring to the Table “Error

Code”.

Remarks:

incoming UserPIN, PkgHandle and BufferLen cannot be NULL.

* When incoming pS4Ctx is NULL, the function enumerates, opens and closes

the device internally.

* When the incoming Buffer is NULL, the BufferLen will return the length of
buffer required for the updating package stream calculated and generated by

the function.



ed4ru_SProducePkg

Generate an updating package stream according to the content of package.

DWORD WINAPI e4ru_ProducePkg(

IN BYTE * TDesKey,
IN HANDLE PkgHandle,
OUT BYTE * Buffer,
IN OUT DWORD * BufferlLen
)
Parameters:
TDesKey [IN] TDES Key
PkgHandle [IN] Package Handle, generated by e4ru_InitPkg
Buffer [OUT] Buffer, storing the generated updating package
stream
BufferLen [IN][OUT] The length of Buffer

Return values:
Return E4RU_SUCCESS if succeeded or error code, referring to the Table “Error
Code”.

Remarks:
The incoming TDesKey, PkgHandle and BufferLen cannot be NULL.

* When the incoming Buffer is NULL, the BufferLen will return the length of
buffer required for the updating package stream calculated and generated by
the function.
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edru_ReleasePkg

Release the package and its content.

DWORD WINAPI e4ru_ReleasePkg(
IN HANDLE PkgHandle

)s

Parameters:
PkgHandle [IN] Package Handle, generated by e4ru_InitPkg

Return values:
Return E4RU_SUCCESS if succeeded to add modules or error code, referring to
the Table “Error Code”.

Remarks:
The incoming PkgHandle cannot be NULL.
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