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Contact Us

Company name: Beijing Senselock Software Technology Co.,Ltd

Address: Rm.1201, Blk. B, ZhuCheng Mansion, ZhongGuanCun South Street, Haidian District,
Beijing, P.R.China.

Zip Code: 100086

Tel: +86-10-82642305

Fax: +86-10-51581365

Email: sales@senselock.com

Website: www.senselock.com



License Agreement

This document is a legal agreement between you (either an individual or an entity) and
Senselock Software Technology Co., Ltd. ("Senselock"). If you are not willing to be bound by
the terms of this agreement, you should promptly (and at least within 3 days from the date
you received this package) return the unused developer's kit and the programmer's guide to
Senselock. Use of the software indicates your acceptance of these terms.

GRANT OF LICENSE. The Software is being licensed to you, which means you have the right
to use the Software only in accordance with this License Agreement. You may (a) copy the
software for your internal use, (b) modify the software for the purpose of integrating the
software with your application and (c) merge the software with other programs. You may
also (a) distribute the merged/modified software to your customers provided that you enter
into an agreement with them that is substantially in the form of this Agreement to assure
that they treat the software as confidential and proprietary and (b) limit the use of the
software by your customers with products you sell to them.

NONPERMITTED USES. Without the express permission of Senselock, you may not (a) use,
copy, modify, alter, or transfer, electronically or otherwise, the Software or documentation
except as expressly permitted in this License Agreement, or (b) translate, reverse program,
disassemble, decompile, or otherwise reverse engineer the Software.

Senselock warrants for a period of twelve (12) months after date of purchase its software
and the Senselock ELkey as set forth in this Agreement and License. All the responsibilities of
Senselock Software Technology Co., Ltd and all the compensation you can get during
warranty period are: you can select to replace/repair your device(s) or accept other remedial
measures.

LIMITATION OF LIABILITY. Senselock will NOT in any event be liable for any damages
whatsoever arising out of or related to the use of or inability to use the product, including
but not limited to direct, indirect, special, incidental, or consequential damages, and
damages for loss of business profits, business interruption, loss of business information, or
other pecuniary loss.

All the product, including SenseLock EL™, the software, the document, other material
shipped with this product, and backups made by you are copyrighted by Beijing Senselock
Software Technology Co.,Ltd.

TERMINATION. Your failure to comply with the terms of this Agreement shall terminate your
license and this Agreement.

—Senselock Clave2 Basic is registered trademarks of Beijing Senselock Software Technology
Co.,Ltd.

All products referenced throughout this document are registered trademarks of their
respective proprietors.



Envelope Protection

The envelope protection can help you make a rapid encryption that effectively reduces the
efforts you put on. It does not require any amendments on source code, but the enveloper
only. Therefore, it is available to add extra protection codes in the compiled binary program
for avoiding authorization from being abused. This is the most time-effective solution but
with a drawback of less strength, in contrast to the way of calling API which we strongly

recommend.

The enveloper works with whole Clave2 series and differentiates from other conventional
tools. Its basic principle is to bind the shell with the inner stored data, and only execute with
the corresponding device, that dramatically increase the difficulties to decrypt.
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Tool — Enveloper

Make an Enveloper

1. Plugin an LC device corresponding to software which is about to encrypt.
2. Runthe LC Enveloper Tool.exe, the LC device information will show in the screen as follows.

LC Enveloper Too ]

Select an executable file to protect:

| | Protect

—Options
[~ Bind Serial Number

[~ Background Check I 5 seconds(1-9999)

Device Found!
Developer ID:0x74657374
Device SM:00015090

3. Itis optional to tick the Bing Serial Number check box.

Ticking “Bind Serial Number” check box implies that the after-shelled exe file was
bound with the LC device.

For instance: there are 3 copies of software, Copy A, B, C corresponding to Key A,
B, C respectively. After using Key A to envelope Copy A, with “Bind Serial
Number” ticked, the shelled exe can only execute under the Key A plugged in.
Without “Bind Serial Number” ticked, the shelled exe can run by plugging in any
of three keys.



4. Click the ... button (Red Balloon 2). It is for you to locate the exe file which is about to add
shell.

Select an executable file to protect:

C:\Program Files\360\360Safe\3605afe_exe

—Options
v Bind Serial Mumber

I~ Background Check I 5 seconds(1-9999)

Crnginal File Mot Found!

5. Click Protect.
6. Input the Generic Password of LC device from the pop-out dialog box as shown.

Please input Generic Password:
| 12345678

7. Click OK. If adding shell operates successfully, a reminder like Figure 4 will blow out. At the
time, under the same director of exe file, an ***_shell.exe file is generated that is an
executable file with shell protection by tool Enveloper.

8. Replace the original exe file by the shelled exe, by now, adding shell is completed.



Programming Languages Supported

As the variety of programming languages, at the moment, LC enveloper can only support the

following 32-bit exe file:

BCB, Delphi, VB6, VC, Autherware.





