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Copyrights and Trademarks

The Clave2® with its technical documentation is copyrighted (C) 2017 to present by Beijing
Senseshield Technology Co., Ltd (Senseshield ). All rights reserved.

All products referenced throughout this document are trademarks of their respective

owners.

All attempts have been made to make the information in this document complete and
accurate. Senseshield is not responsible for any direct or indirect damages or loss of business
resulting from inaccuracies or omissions. The specifications contained in this document are
subject to change without notice.



Contact

Beijing Senseshield Technology Co., Ltd

Suite 510,Block C,Internet Innovation Center,Building 5,
No.10,Xibeiwang East Road,Haidian District,
Beijing China

Tel.: +86-10-56730936
Fax: +86-10-56730936-8007

Sales: sales@sense.com.cn

Website: www.sense.com.cn
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License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE CONTENTS THEREOF
AND/OR BEFORE DOWNLOADING OR INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS
FOR AND USE OF THE Elite AND/OR Clave2 FAMILY PRODUCTS (including but not limited to
the Kit, libraries, utilities, diskettes, disc, Senseshield ® and/or Senseshield ® keys, the
software component of Senseshield and/or Clave2 and the Clave2 License Guide)
(hereinafter “Product”) SUPPLIED BY Senseshield Technology Co., Ltd (herein after
"Senseshield ") ARE AND SHALL BE, SUBJECT TO THE TERMS AND CONDITIONS SET FORTH IN
THIS AGREEMENT.

This document is a legally binding agreement between you (either an individual or an entity)
and Senseshield ®. If you are not willing to be bound by the terms of this agreement, you
should promptly (and at least within 3 days from the date you received this package) return
the unused developer's kit and the programmer's guide to Senseshield . Use of the software
indicates your acceptance of these terms.

GRANT OF LICENSE

The software of the Product is being licensed to you, which means you have the right to use

the software only in accordance with this License Agreement. You may (a) copy the software
for internal use, (b) modify the software for the purpose of integrating with your application
and (c) merge the software with other programs.

NON-PERMITTED USES

Except explicitly permitted in this License Agreement, you may not (a) copy, modify, reverse
engineering, decompose, assemble the Product in whole or in part, or (b) sell, lease, license,
transfer, distribute all or part of the Product or rights granted in this License Agreement.

LIMITED WARRANTY

After the date of purchase, Senseshield provides 12-month warranty that the Senseshield
Clave2 key has no material and manufacturing defects substantially. All the responsibilities
of Senseshield and all the compensation you can get under warranty are: you can require
replace/repair the Product or accept other remedial measures.

LIMITATION OF LIABILITY

Under any circumstances, Senseshield will NOT be liable for any damages arising out of
usage or inability of the Product, including but not limited to: loss of data, loss of profits, and
other special, incidental, joint, secondary or indirect loss.

Except for the limited warranty offered to the original buyer, Senseshield is not responsible
for providing any insurance to anyone on the product, performance and service including
merchantability and fitness for a particular purpose.

The entire product, including Clave2, the software, the document, other material shipped as
accessories, and backups made by you are copyrighted by Senseshield .

TERMINATION
Your failure to comply with the terms of this License Agreement shall terminate your license
and this License Agreement.
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Overview

About the Guide

Type Model Hardware Version  Guide Version  Releasing Date
Local Basic V1.x.x, V3.0.x v2.3.1.0 2017.03.20
CONVENTIONS USED

The following conventions are used throughout this document:

Italic File Names and Directory Names.
Bold Keystrokes, Menu Items, and Window Names and Fields
Consolas APl parameter
Arial API Macro, Error Code
CAP API Struct
L Critical Information
DOCUMENT IMPROVEMENT

Document Writing Team dedicates to insure the accuracy and completeness of context. Your
feedback will assist them to make continuous improvement on Clave2 document. Please do
not hesitate to email us, tech@sense.com.cn.

What is Clave2?

GREAT PRICE QUALITY, GREAT PERFORMANCE STABILITY

Clave2 is the most cost-effective software protection series for developers, designed to be
an affordable and easy solution to protect software developers’ interests. Within the kit,
APIs, tools, strategy and sample programs are provided to help you integrate your software
with Clave2.

Clave2 Basic is a combination of former edition Clave LC and authentication product iToken
L100 that enables developers to apply on different field in a short time.

Features

Clave2 Basic has an outstanding feature of built-in AES algorithm that is effective in fighting
against “Soft-decryption” and direct physical attacks on the chip. Moreover, Clave2 Basic is
also featured by a large space, rapid execution and convenient deployment.

4992-BYTE, LARGER SPACE
Users can store more data, make the protection scheme more flexible and fulfill the
requirement of protecting more software products (module) at the same time.
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DRIVERLESS
Clave2 Basic supports HID standard, and in most circumstances, does not require installing
the driver on purpose. It is highly compatible and convenient to use.

RAPID EXECUTION
Users enable to set up more and higher-complex encryption points in order to increase the
difficulty of decryption.

MULTITHREAD ACCESS (WINDOWS ONLY)
It supports multi-thread access in hardware and teamwork between developers.

AES ALGORITHM PROTECTION
128-bit AES (Advanced Encryption Standard) is commonly adopted over the world and binds
the software and device more coherently.

SECURE CHANNEL

Using the AES algorithm to establish secure communication channels with application of
random scrambling technology, Clave2 Basic have the communication data between
equipment and software concealed so that crackers are unable to intercept any valid
information.

ENVELOPE ENCRYPTION
Without source code, users can implement the software protection rapidly by using
envelope encryption.

HANDY REMOTE UPDATE

You can update the encrypted data remotely without callback of dongles. Furthermore, the
updating process is reliable and secure that greatly improves work efficiency and saves the
management and logistics costs.

SIMPLIFIED API
3 types of interfaces are supported:

Generic API supports VC, Delphi, VB, VBScript, JavaScript, C# and etc.
Middleware ActiveX Controls has demos in VB and Delphi.
Script ActiveX Controls has demos in ASP, ASP.net, PHP and JSP.

CONTROL LED
You can control the LED off or on.



Start to Know

Clave2 Basic is an easy-to-understand product for software protection. Before using LC, let
us figure out few primitive concepts:

Developer ID

When you purchase Clave2 Basic at first time, we will assign you a unique Developer ID. In
the following batches of orders, all dongles will be set with that Developer ID.

Developer ID of Trial edition is “Ox44454D4F” in hexadecimal and “1145392463"” in decimal.

& All trial products share the same Developer ID.

Password

Clave2 Basic uses password mechanism to manage different permissions. Privileges can be
obtained after being verified genuinely and predefined into three levels:

ADMIN PASSWORD
Admin password owner has top privileges to set the memory blocks, other passwords.

USER PASSWORD
User is to invoke AES algorithm and read-writable data area (read-writable memory Block O,
read-only memory Block 1~9).

AUTHENTICATION PASSWORD
After the successful verification of password, it not only has privileges of User Password, but
also can invoke HMAC algorithm to identify authorization.

All passwords are initiated with a string “12345678". The Administration Password
must be kept confidential and software developers must not place in the released
software.

Key

REMOTE UPDATE KEY
This is to verify the remote updating package, 20-byte binary. It is strongly recommended to
set this key in pending remote update.

AUTHENTICATION KEY
If you plan to use authentication feature, before releasing devices, it is required to set
different Authentication Key to distinguish the identity of device user.



Data Storage

Clave2 Basic has 4992bytes of non-volatile memory in total which can be used long-term
preservation of data without power supply. The storage area is divided into ten blocks,
including Block 0~2(512 bytes respectively),Block 3 (384 bytes),4~9 (512 bytes respectively).
During the read-and-write, all the blocks are required to be read or written as a whole, not
cross-block.

With user privileges, Block 0 is read-writable; Block 1~9 is read-only. With admin privileges,
all blocks are read-writable.

Memory Size User Privileges Authentication | Admin Privileges
Blocks Privileges

Block 0 512 bytes Read-writable Read-writable | Read-writable
Block 1 512 bytes Read-only Read-only Read-writable
Block 2 512 bytes Read-only Read-only Read-writable
Block 3 384 bytes Read-only Read-only Read-writable
Block 4 512 bytes Read-only Read-only Read-writable
Block 5 512 bytes Read-only Read-only Read-writable
Block 6 512 bytes Read-only Read-only Read-writable
Block 7 512 bytes Read-only Read-only Read-writable
Block 8 512 bytes Read-only Read-only Read-writable
Block 9 512 bytes Read-only Read-only Read-writable

Memory blocks can be written at least 100,000 times. Reading operations are
unlimited. Before using Clave2 Basic, please scheme appropriate writing
operations.

Device SN

Device SN is short for Device Serial Number, which is used to uniquely distinguish the device
form others. It is able to bind with software and trace back its using history.

Project

Project is a file that is used in tool Developer. It is an emulated copy of device without
storing passwords. You can create the protection scheme by creating and editing the project
file instead of reading and writing into real device.

Batch Package

Batch Package is a clone of device with storing passwords and keys. It is used to produce the
devices in batch by tool Batch Producer. The file itself is password secured which is




predefined by software developer that guarantees the user of tool Batch Producer has no
privileges to access the content of Batch Package, and effectively split up development
process and deployment process securing the confidential data.

Remote Update Package

Remote Update Package is a file used to update the content of target device, in order to
update validity of license or replace the expired device data. It can be generated by the tool
Developer.

& Remote Update Key of the Package must be according with the target device.




Demo Using API

It is greatly recommended that using API function in your code can bring about more
security and flexibility.

A common way is to write critical data in the storage and use them while running software
that bounds software and device tightly for software cannot run without device at all.
Moreover, you can use the read-writable area for storing temporary data in order to
increase the cohesion between software and device.

Read Data

The demo codes in C of reading data from Clave2 Basic are as follows:

1c_handle_t handle;

int res;

unsigned char buffer[512]; /*Opening up LC*/

res = LC_open(1234 /*Filling your Developer ID*/, @, &handle);
if(res) {

printf("open failed\n");

return -1;

}

/* Verifying Read-and-Write Password*/

res = LC_passwd(handle, 1, (unsigned char *)"12345678" /*Filling Read-and-Write
Password*/);

if(res) {

LC_close(handle);

printf("verify password failed\n");

return -1;

}

/* Reading data block, as a whole*/

res = LC_read(handle, @ /* Filling the block number for reading*/, buffer);
if (res) {

LC_close(handle);

printf("read failed\n");

return -1;

}

res = LC_close(handle);

AES Encryption

Besides that, AES encryption is another option for a tighter bound between software and
device. We advise you to hit higher encryption strength by using AES.



AES is an advanced encryption algorithm and characterized by security that does not depend
on the algorithm itself but the key (cipher code) used.

Without the key required, there is no way to simulate the calculation completely. Clave2
Basic has 128-bit AES built in, the corresponding input and output length is 16 bytes, which is
long enough to avoid from monitoring and exhausting attacks.

There is a variety of ways to actualize AES validation process. The most common is to
calculate the input/output data and to store in the software, then to select partial data from
running software and to make a comparison between both results. Only if the results are
identical, the device is taken valid.

In addition, AES encryption algorithm can be applied to encrypt partial data of pre-protected
software and to decrypt by using device afterwards while running the software.

For more API encryption information, please see samples in SDK.

The demo codes in C of using AES algorithm to verify devices are as follows:

1c_handle_t handle;

int res, rnd;

/* Pre-invoke data from code table of LC*/

unsigned char aesTable[] = {

/* Code Table @01 */
0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x09,0x0a,0x0b,0x0c,0x0d, Ox0e, Ox0f,
/* Plain Text*/
0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x77,0x88,0x99,0xaa,0xbb,0xcc,0xdd, Oxee, Oxff,
/* Cipher Text*/

/* Code Table @02 */

/* Pre-calculate data from code table*/

VLY
VLY
1

unsigned char buffer[16];

/* Initiating the random number generator */

srand(time (NULL));

/* Opening up LC*/

res = LC_open(1234 /*Filling your Developer ID*/, @, &handle);
if(res) {

printf("open failed\n");

return -1;

}

/* Verifying Read-and-Write Password*/

res = LC_passwd(handle, 1, (unsigned char *)"12345678" /*Filling Read-and-Write
Password*/);

if(res) {

LC_close(handle);

printf("verify password failed\n");



return -1;

}

/* Randomly pick up a Code Table*/

rnd = rand() % (sizeof(aesTable) / (16 * 2));

/* Invoke LC to conduct AES calculation*/

res = LC_encrypt(handle, &aesTable[rnd * (16 * 2)], buffer);
if (res) {

LC_close(handle);

printf("read failed\n");

return -1;

}

/* verifying the algorithm results*/

if (memcmp(buffer, &aesTable[rnd * (16 * 2) + 16], 16)){
LC_close(handle);

printf("invalid device!\n");

return -1; /* Device does not match */

}

res = LC_close(handle);



Envelope Protection

The envelope protection can help you make a rapid encryption that effectively reduces the
efforts you put on. It does not require any amendments on source code, but the enveloper
only. Therefore, it is available to add extra protection codes in the compiled binary program
for avoiding authorization from being abused. This is the most time-effective solution but
with a drawback of less strength, in contrast to the way of calling APl which we strongly

recommend.

The enveloper works with whole Clave2 series and differentiates from other conventional
tools. Its basic principle is to bind the shell with the inner stored data, and only execute with
the corresponding device, that dramatically increase the difficulties to decrypt.
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Remote Updating

Mechanism

You can write data area remotely without admin password. This solution greatly reduces
your expenditure on maintenance. The remote update is a signature process based on the
standard HMAC algorithm that ensures data integrity.

You have to set remote-update key in the device in advance and use it to write a digital
signature while making a corresponding update package. The device will only be updated
after the success of verification. In this case, any changes to update package will be detected
in the transmission that definitely solidifies the update process.

The remote update can only be applied to a single data area ranging from
memory Block 1~ 9. The data stored before will be overwritten as a whole. If you
would like to update multiple data area, you have to generate corresponding
update package respectively.

& The Remote Update Key (cipher code) must be set from the device in advance,
and required for making update package.

The Device SN is required before generating the update package in order to select
the target device.

Use the remote upgrade feature, the memory block 1~9 to retain the first 4 bytes, use the
first of their pre-cleared, and ensure that future updates are the first 4 bytes of 0x00. While
using the remote update feature, the first 4 bytes of data area ranging from Block 1~ 9 have
to be retained.

Furthermore, it is flexible to use the kit and API functions to generate the update package.




Authentication

Mechanism

Clave2 is armed with HMAC-SHA1 algorithm, and able to implement challenge-response
authentication instead of conventional username-password method. Its general mechanism
is as follows:

Put the key Kn in the device in advance. While authenticating, the server side sends a
random number (challenge) to the device on client side, and verifies if the result is
calculated based on the key Kn. If the verification is successful, it is confirmed that the client
side has such key Kn.

Server Result C’

Generate Random

HMAC Algorithm in
software

Number R, Compare C &
c]

Random Number R,
Key Kn

Result C -
-
s \\
.ll II
| Network |
F\ /"J
a, _ _ -~

Random Number R

Clave2

Key Kn, HMAC Algorithm
in Hardware

If you plan to use authentication feature, before releasing devices, it is required to set
different Authentication Key to distinguish the identity of device user.
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Tool — Enveloper

There is a big difference between Clave 2 Enveloper and other ordinary products, for Clave2
enveloper is to bind the shell to internal data of device. Only when the corresponding Clave2
equipment is plugged in, the software can run normally. Furthermore, Clave 2 enveloper
offers several functions of anti-debugging, checking and device runtime detection that
hardens the de-shelling and offers better protection.

EXE and DLL of Win32PE file format are the file formats that Clave 2 Enveloper supports
When using Clave 2 Enveloper to shell files, you need to select the file, set parameters
including binding serial number, background detection and user-defined information.
Additionally, common User password of Clave 2 internal programs should be typed in before

shelling.

Main Window

i’ LC Enveloper

[2 [ Background Checkj Seconds

(3 [ Bind Serial Numl:uerj

[4 [ Customize Message]

-
girial Fumber: 00007030 ]

Figure 7-1

Select a File to Eveloper

(1) Plugin LC device.

(2) Launch LCEnveloperGui.exe as showed in Figure 7-1. Serial number will be showed in
square 5.

(3) Click browse to select or directly drag the file to be shelled into the square which
displays the file path. See Figure 7-2.
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* LC Enveloper

|D:1nntepad.exe Browse
[ Background Check Seconds

[ Bind Serial Mumber

[ Customize heszage:

Protect

Serial Humber: 0O000TOS0

Figure 7-2

Parameters Setting

(1) Background detection

This is an optional item. Tick square 2 to start Background detection. It will activate square 6
which sets time interval with of dongle detection. Default figure is 5 seconds while integer
1~9999 can be typed in. This function prevents plugging out dongle when the software is
Running.

(2) Bind serial number

This is an optional item. If you hope shelled software bind to specific device, which means
shelled software only can be executed while the associated device is connected, you should
tick Bind serial number in Figure 7-1. Software A/B/C are 3 copies of a software and they are
connected with Key A/B/C. The Keys have a same Developer ID while their hardware serial
numbers differ. The shelled software can only be executed normally with Key A on the
condition that bind serial number is ticked when shelling exe file of Software A with Key A. If
bind serial number is not ticked when shelling, the shelled software can be operated
normally with all 3 Keys.

(3) Customize Message

This is an optional item. Tick square 4 in Figure 7-1 to activate Next button showed in Figure
7-3. Reminding messages can be customized and saved that will show up when the software
launches.



14

ﬁ-‘ LC Enveloper

Message Customized |
Dangle not found
Dangle Irvalid

Back Protect

Serial Fumber: 0O00OTOS0

Figure 7-3 Customize Message

Shelling

Click Protect after all setting to see Figure 7-4. Input common User password and click OK to
start shelling the software. Figure 7-5 will pop out and executable file *** shell.exe or

*** shell.dll will be produced under the original program path after shelling successfully.
This is the shelled file.

Fleaze input Generic Pazsword:

123456748

8], Cancel

Figure 7-4 Input common User password

Enveloper Protection @

Operation succeeded

Figure 7-5 Shell successfully
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Supplement

The following is to assist you under special circumstances:

(1) Figure 7-6 will pop out when the correspondent device cannot be found. If you have set
customized information, the information will be showed.

Dongle Not Found

0K

Figure 7-6 Error-Dongle not found

(2) If you tick bind serial number when shelling, Figure 7-7 will arise when running software
on the condition that you plug in an Clave 2 enveloper device with the same Developer ID
but different serial number. If you have customized information, the information will be
showed.

Dongle Invalid

0K

Figure 7-7 Error-Invalid dongle

(3) If you tick Background detection, the shelled software will periodically detect the dongle.
Figure 7-8 would arise if dongle cannot be detected. Click Cancel to exit software and click
Retry to re-detect dongle.When you tick Background detection as well as Bind serial number,
if you plug in another device with the same Developer ID but different serial number, Figure
7-9 would arise after click Retry in Figure 7-8. If you have set customized texts, the defined
text will be showed.
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Info @

Dongle Not Found

Hetry | Cancel |

Figure 7-8 Error-Dongle not found

Info @

Dongle Invalid

Hetry | Cancel |

Figure 7-9 Error-Dongle invalid
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Tool — Developer

Developer is used to create and edit the data inside the device, set passwords and keys on
different levels, check the device information, export Project and Batch Package.

Main Window

[+ Device

Function Panel

Device Panel

Status Panel

Device SN k Operation Error Code

| [ Lock Screen

Set Up Work Space

Click Preference of drop down menu Options from top menu bar.

File  Edit [Dpiions Help

i Project
=1 Nevice

Preference

In the tab General, you could define your own Start Page when launching the program.
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! General | Function
i

Start page:

C:\Users\Administrator \Desktopntided- 1. himl

In the tab Layout, tick the checkbox Encrypt or Authentication to select the working mode:

Tick to switch the working mode.

Encrypt

Authentication

Select all

Edit Project

Create a Project File

Right click the node Project in the tree view.

A new project file will be created under the node Project after click the item Add New
Project. You could rename later by triple click the project name.

[=-Project

EI Device

Delete the Project File

Right click the project file Leo Wang in the tree view.



File Edit Options Help

Memo

Delete
- 0001508 Import to device 3

Click the item Delete, and a dialogue box Delete project file will pop out to ask you to
confirm deletion.

Export to Device

It is to export the current data from a project into the device directly. The passwords and
keys of the device will be remained.

Right click the project file Leo Wang in the tree view.

( 'm " - .
File Edit Options Help

B PgDJ'E'-‘t | Memory Block
é--ngi¢ Delete 0o 1 2
) Import to device » 00015090

Click the device in the extended menu of item Export to Device. The content of project file
will be made a clone in the chosen device. Designing the scheme with project file and writing
into device afterwards will decrease writing operations.

Edit Device

Open Device

Plug in a device after launch the Developer. A dialogbox Input Password will pop out.

Please input the admin passwaord.

[7| Default

You are required to input the valid Admin Password before accessing the device. The
checkbox Default is designed to auto-type original password “12345678” for convenience of
development.



Export to Project

It is to export the data in memory block to a Project file in order to review or save as a
template in further development.

Right click the device 00015090 in the tree view. A dropdown menu will slide out.

- Devie EEEEIESEEE T
W nonnk | nA An nn AN 0N a0 nnnn
Export to project 2 Mew Project

Export Batch Package LeoWang

Change Admin And User Password ———
a0 00 a0 00 a0 00

I Property a0 00 00 00 00 00

Hover on the item Export to Project to activate an extended menu. Copy the data in the
memory blocks of device to a new project file by clicking New Project, or to an existing

project Leo Wang.

Get Project File

The project files are stored in a folder Project under the same path with Developer. It will be
generated automatically by launching the tool.

It is available to transfer project files from other places; the Developer will refresh them out
automatically from the default folder Project.

Export to Batch Package

It is to export the current data into Batch Package file with passwords and keys setting
required.

Right click the device 00015090 in the tree view. A dropdown menu will slide out.

2. Device o1

M falululul s (ulul o
Export to project 3
Export Batch Package

Change Admin And User Password

I Property

Click the item Export Batch Package to have dialogbox Set up Batch Package as following.

BICZ Boech Tool

p——

Admin Password: oy New Admin Password: 12345678

Admin Password of Batch Devices should be identical to those which are about to be
produced in batch mode. For producing brand new dongles, you should not fill out and the
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program will take it as default.

New Admin Password of Batch Devices is required to set, for releasing dongles must not
have default Admin Password.

Click Next with valid input or Click Skip to leave values by default. Then the dialogbox will
ask to set User Password of Batch Devices.

"LC2BatchTool

MNew User passwaord: 12345678

< Previous I I Mext = l l Skip I I

Click Next with valid input or Click Skip to leave values by default. Then the dialogbox will
ask to set New Remote Update Key of Batch Devices.

"LC2BatchTool

New Remote Update Key:

l < Previous ‘I Finish

Click Finish to complete setting up the content of Batch Package file. Leaving New Remote
Update Key of Batch Devices blank will be taken as default.

A new dialogbox Set up File Password pops out to require 8-byte password setup for Batch
Package file.

This design is to guarantee the security of Batch Package file without being abused, for it
contains critical information. Unlike Project file, it is a full copy of device and must be
preserved in confidence.

Change Admin and User Passwords

Right click the device 00015090 in the tree view. A dropdown menu will slide out.

] ) |
anonl. | nn oo

- Device |9 1

| Export to project 3
: Export Batch Package

| Change Admin And User Password

I Property

Click the item Change Admin and User Password to have dialogbox Change Password.



Admin Password

Mew Password |

Caonfirm

User Password

New Password

Confirm

Password must be 8-byte and a combination of character and number!

Check Device Property

Right click the device 00015090 in the tree view. A dropdown menu will slide out.

- Device o1
| Export to project 3

Export Batch Package
| Change Admin And User Password
I Property

Click the item Property to have dialogbox Property.

( Property L—E_x-f

Device SN 00015090
Product Name :LC2
Developer ID :0x 74657374

Production Date :06/08/2011

Get Batch Package File

The batch package files are stored in a folder Batch Package under the same path with
Developer. It will be generated automatically by launching the tool.

While finishing generating a batch package, the program will remind you to select a path to
store. The default path is the folder Batch Package.

Lock Screen

l Lock Screen

This button is a shortcut to lock the screen while the developer is away from the desk. As the
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previous experience keeps reminding us, human being is always the weak part of the
security chain.

Edit Memory Blocks

Memory Blocks has two columns: Hexadecimal and Text. Select either a Project or device;
the function panel will switch into tabs that have Memory Blocks.

Switch among Memory Blocks

Memory is sliced into ten data blocks, and the scroll bar enables to browse row by row. We
also setup a menu to jump into the specific block instantly as follows.

LR [ " " I TR Ty P P R F
0140h | OO0 00 00 OO0 OO0 OO OO0 00 0O o
0150h | OO 0O 00 00 00 00 OO0 00 00 Oi

Section Mum: 10 Sectic H
Section 0
Section 1
. Section 2
D SN Ti
e i Section 3 P
04000063 2016-03-29 11: Section 4 Wice
04000063 2016-03-29 11 gecEang bice
ecaon )
04000063 2016-03-29 11: o hion 7 device
04000063 2016-03-29 11: Section 8 byice
04000063 2016-03-29 11: Section 3 vice
[ = T T T T T MAENII0 1174414 Dazd MNausica

"Section Num" indicates the total number of current device data area.

Click drop-down button, select a block, will jump directly to the corresponding data module.
Each data area module uses a different color to distinguish different data blocks..

Type Directly

000oh | OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... vnan
0010h | OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 ... vnon
0020h | OO 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ... vnan
0030h | OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... nnan
0040h | OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... uvnvnnnnnan
0050h | OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... vnon
0060h | OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... nnan
007oh | 12 34 56 73 90 AB CD EF 00 00 00 00 00 00 00 00 CAVEL e
oo0goh | 4C 65 6F 20 57 61 6E &7 @l 00 00 00 00 00 00 00 Leo War'lgl .......

It is available to type in hexadecimal number 0~9 and A~F directly in the hexadecimal
column or plain text in the text column, for instance, “Leo Wang”, which will be converted
into hex format automatically and display in hexadecimal column, and vice versa.

Paste from Clipboard

Right click in the memory block that you would like to start pasting, a shortcut menu will pop
out.
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ooboh | 00 00 of 000 00 00 00 00 L.l
00cth | 00 00 0f Paste 000 00 00 00 00 ouvvnrnnnnnnnn.
00doh | 00 00 Of Erease all data area 0 00 00 00 00 00 L. e
NNenh nn nn ni n nn nn nn on nn

Click the item Paste. If the data length from clipboard exceeds the capacity of memory block,
a dialogbox will remind you instantly.

Erase Memory Blocks

Right click anywhere within the memory block, a shortcut menu will pop out.

0080h | 4C 65 6F 20 57 61 G == e aa e s aa aa a0y Leo Wk, ... ...
00aoh | 00 00 00 00 00 00 OC Paste D00 e
00a0h | 00 00 00 00 00 00 OC T
poboh | 00 00 00 00 00 00 00 R all et ared D00 e

Click the item Erase All Data Area will delete all data stored in the memory blocks, but only
effect after hitting Save.

Save Changes

It works as same as write data into the Project or Device. When no changes come upon the
memory blocks, the button Save will maintain unavailable in grey.

Disregard Changes

As any changes that come upon the project or device are emulated, this button Disregard is
same to read data from the Project or Device.

Set Remote Update

Change Remote Update Key

Select a device and go to the tab Remote Update.

Mew Remote Update Key

| Change

Enter the text field with 20-byte hex number under New Remote Update Key and click
Change.

Generate Remote Update Package

Edit the data in memory blocks of a device as the content of the remote update package.
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It is required to clear first 4 bytes of target block (1~9) before generating remote update
package, and to value 0x00 for the first 4 bytes of target block of forthcoming remote
update packages.

After editing the data in memory blocks of a device, go to the tab Remote Update.

Remote Update Key

Device Serial Mumber

Block Mumber

Generate Remote Update Package

Fill out with Remote Update Key, Device SN and Block Number (1~9) and click Generate
Remote Update Package to choose a path to save. The default name is in the format of, for
instance, SN_00015090_block_1.data.

Set Authentication

Change Authentication Password

Select a device and go to the tab Authentication.

Mew Authenticate Password:

Retries

Change

Enter the text field with a 8-byte hex number under New Authentication Password and
define Retries (The value could be 1~15, or -1 that will disable the function of retries), then
click Change.

Change Authentication Key

Select a device and go to the tab Authentication.



Mew authenticate key:

Change

Enter the text field with a 20-byte New Authentication Key, then click Change.

Review Operation Status

Check Operation Results

Device SN Time Operation Error Code
00015090 2011-11-24 09:45:59 Application start Successful
00015030 2011-11-24 09:47:57 Read Device Successful

The status panel logs all operations related to device by Device SN. The error code tells you
about the operation status to avoid possible maloperation.

Rows are listed by time in ascending order. Click the header cell Time to view in descending
order.

Get Device Log File

The log files are stored in a folder Log under the same path with Developer or Batch
Producer. It will be generated automatically by launching the tools.

The log could be sent to tech support as an attachment while suffering the malfunction of
devices.
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Tool — Batch Producer

Batch Producer is used to produce devices in large quantity. Its design is to import the Batch
Package file and apply on device one by one.

Main Window

File Help

|
ji aich Package Device SN Production Date Developer ID Status Error code

Function Panel

File Panel

Statistics Panel

Total: 0 Successful: 0 Failed: 0 Successful rate: 0o s

Edit the Batch Package

Import from Batch Package

Right click the tree node Batch Package in the File Panel. A dropdown menu will slide out.

=% Batch Producer

File Help

.....
Import Batch Project

Click the item Import Batch Project to activate a dialog box to select specific Batch Package
file Test.LC2f.

Test.LC2f =
LC2F File P
- 1.99 KB -

File name: Test.LC2f ~ | Project Files (.LC2f) ~|

| Open | | cancel |
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Then a dialog box Input Password will require the 8-byte password to Batch Package file
that you pre-set via the Developer.

Please input password LﬁJ

Please input the download password of LC2 project

L 4

After inputting a valid password, the imported Batch Package file Test will be listed in the
tree under Batch Package.

=% Batch Producer(This project can o

File Help

=l B.;tch Package

Delete Batch Package

Right click the imported Batch Package file Test in the file panel. A dropdown menu will slide
out.

‘ ‘ =N Bf-t\:h Package Im

= Delete Batch Project

The deletion will only remove the Batch Package from the Batch Producer, not the file itself.
That means that you can import anytime afterwards.

Use Batch Package

Produce the Device

i The Developer ID of the device to be produced must be identical to the device
that used to export the Batch Package file.

Select the Batch Package Test from the tree of file panel.

=% Batch Producer(This project can ¢

File Help

=l B.;tch Package

Click Start from the statistic panel to get into batch producing mode.
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Plug the device to be produced, the Batch Producer will work automatically. After few

seconds, the grid in function panel will display the result for the device.

Device SN Production Date Developer ID Status Error code
W 00015090 2011-06-08 74657374 Setting device is completed Successful

It is available to either click Stop to quit the batch producing mode or pull out the finished
device and plug other device to be produced.

i It is required to re-plug after clicking Start, if the device to be produced was
already plugged.

Check Producing Results

Each time the device is being produced, no matter succeeded or failed, the relevant results
will be displayed in the statistic panel on the lower left.

Total: 2 Successful: 2 Failed: 0 Successful rate: | 100.00)9;
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Tool — Diagnoser “ O

Diagnoser is the new tool for users to provide the information of using environment in detail
for software developer or us. After the collection completed, you could input the problem
description and how to review the problem as well. For all information collected will be
saved in a text file and ready to be emailed out as attachment.

Main Window

ﬂ Diagnoser

System Information(I): Logged: |Last 12 hours

Function Panel

4

Problern description(P): Input panel

Steps to show the problem(T):

Diagnose Use Environment and Device

Collect System Information

Click the dropdown list Logged, to select a time slot since the issue came out.



31

Logged: |Last 12 hours j
Any time

Last 24 hours
Last 7 days
Last 30 days

Click Start to collect the sytem informaton on use environment and device, a dialogbox
containing progress bar will pop out afterwards. Click OK, after the process is done.

Fill out two text fields Problem Description and Steps to Demo the Problem in the input
panel.

Problem description(P):

The system is failed to open the device. -

Steps to show the problem(T):

1. I plug the device. -
2. The system is automatically search the dirver for device.
3. It is unable to find the device in the device manager.

click Save, it will require to select a path to store save the collected information and the text

you wrote in the format of text.

Then you could attach the file and email back to tech support, for end-user, it is more
suitable to send to the software vendor.
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Tool — Updater “ “

Updater is the tool that updates the device content with remote update package issued by
the software developer.

Main Window

Please select the update pakeage

Browse

Please input the User password

Update the Device

Load Remote Update Package

After using the Developer to generate a remote update package, click Browse to select and
load into the Updater.

Input a valid User Password, and click Update to finish.

The Remote Update Key that you initiated the device must be as same as the
Remote Update Package that you set with the Developer. Otherwise, it will not be
successful.
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Trouble Shooting

Q1: How to change password at all levels? What are privileges under each level respectively?
A1l: After verification of administration password, you can call LC_set_passwd function to
modify all passwords. After verification of authentication password, you can call
LC_change_passwd function to make device self-modified.

About password privileges at all levels, please refer to the corresponding chapters of the
development guide.

Q2: What password do you need to write data?
A2: Block 0 is writable after the verification of any password. Block 1~ 9 is only writable to
administration password.

Q3: How to write data more after than 512-byte?

A3: The memory of device is divided into blocks. Except for Block 3 (384 bytes), each block
can store 512 bytes that needs to be read and written as a whole. Therefore, reading or
writing the data beyond block boundaries requires operations on different blocks.

Q4: What operations do | need to open the device? After opening the device, do | have to
shut it down?
A4: Except retrieving the version number of software, the other operations require device
must be turned on. When you no longer use device, please shut it down to avoid an error
next start-up.

Q5: Why do | get the encrypted data that look like corrupted characters (Unrecognizable)?
A5: Due to the use of AES encryption technology, input/output data within LC are binary
code. If you need input/output data in the format of string, you can make an encapsulation
based on AES function of encryption and decryption, for instance, using BASE64 encode.

Q6: On a computer with more than one device provided by different software companies, is
it possible to cause conflictions among them?

AG6: In that case, definitely no conflictions would be caused for we assign unique Developer
ID for each software company. When opening LC devices, you can recognize the one
instantly by specifying its Developer ID.

Q7: On a computer with more than one type of software using the device, is it possible to
cause conflictions among those devices?

A7: LC devices with same Developer ID can be used simultaneously. You only need to use
different index values to traverse all LC devices when calling LC_open function.

Q8: In batch Production of dongles, the tool kit provided does not meet my requirements.
A8: | suggest you use API functions to develop your own production tools. Please contact us
directly if you have any questions.

Q9: What is the Device SN?

A9: The device serial number is globally unique, unchangeable and designed to manage
different devices or customers.

Q10: The old device has 4 data blocks, how to distinguish between old device and new
device?
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A10: You can distinguish by obtaining the device version, new device has 10 data areas,
version upper to V3.00; lower than V3.00 is the old version.

Q11: How to know the number of data blocks of my current device?

A11: You can obtain the hardware version information by device API. Any version lower than
V3.00, equipment capacity information is not valid "0xff", only 4 data blocks; Version
upper/equal to V3.00, data block can be analyzed according to capacity information.
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Specification

Item Value Note

Working Voltage DC5V +/-5%

Max Consumption 100mwW

Working Temperature -20°C~85°C

Data Retention 10 Years Typical

Write Circles 100,000 Lowest

Connection Type USB 2.0 Full speed with HID
Item Value Note

AES Encryption Time 2ms avg.16 bytes(OHCI)
AES Decryption Time 1ms avg.16 bytes(OHCI)
Reading Time 15ms avg.512 bytes(OHCI)
Writing Time 30ms avg.512 bytes(OHCI)
HMAC Calculation Time 35ms avg.100 bytes(OHCI)

Operating System Supported:

Windows 2000, Windows XP, Windows Vista, Windows 7/8/8.1/10, Windows Server 2003,
Windows Server 2008 and above

Mac OS

Linux

Programming Language Supported:

VC++, C#, Java, Delphi, VB, AutoCAD



